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|D) MUST READ: Ransomware attack locked a football club's turnstiles

Netflix: BPF is a new type of software we use
to run Linux apps securely in the kernel

A Netflix performance architect says BPF promises a fundamental change to a 50-year-old kernel model.

"BPF is the biggest operating systems change I've seen in my career, and it's thrilling to be a part

of it," wrote Gregg.
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1.1 BPF BYHI3E

BPF = Berkeley Packet Filter

K H T Steven McCanne && Van Jacobson 1993 “E A H KRR X :

(The BSD packet filter: a new architecture for user-level packet capture) .

WG] BPE £R, RHHIE R e SR TERESETT 20 Ll B, M
o CETBIEAML (VW) &ih, AT LA R TR T AR ARSI CPU ks
 BPF FERFEWNZZEAT mR0d g, B 1R EE = ) 2 M P 2SR EAT Ab #E

VM AR R i, 2 A 32 MIEARE A/X, 16 AN MI0 - 15], 33 MBS,


https://www.tcpdump.org/papers/bpf-usenix93.pdf
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1.1 BPF BYHI3E

! ! @UMP& LiBPCAP




W 1 eBPFE{A? _

1.1 BPF f9ehsk

sock = socket(PF_PACKET, SOCK_RAW, htons(ETH_P_ALL))
sock_setsockopt(sock, SO_ATTACH_FILTER, bpf_code)

kemel
=
linkovel | [fimk-level | | link~level |netif_receive_skb(struct sk_buff *skb)
‘L L "L cemeETH_P_ALL> sk_run_filter() bpf_code +——
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1.1 BPF BYHI3E

S tcpdump -d 'ip and tcp port 8080
(000) Idh
(001) jeq
(002) Idb
(003) jeq
(004) Idh
(005) jset

[12]
#Ox800 it 2 jf 12
[23]
HOX6 jita jf12
[20]

HOX1FFf  jt12jf6
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1.1 BPF BYHI3E

1997 53 A Linux 2.1.75 fiA (BPF 461471 BSD #4t)
2011 “E N BPFJIT 9%k e
2012 44 seccomp ¥l BPFIE JiE 2%

%45l BPF FINM 5%

«  tcpdump #% RSO )E

« Linux MZ&ii == TC Qos cls_bpf
« seccomp-bpf W EFEF RG VAL IE
« Netfilter iptables xt_bpf
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1.2 eBPF [5#227F

A eBPF
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1.2 eBPF [5#227F

eBPF = extended Berkeley Packet Filter

2014 ‘4], Alexei Starovoitov 523 T eBPF. eBPF & HILLE Linux W% 3.18 Wiz,

W5, BPF gi#i#r A% BPF, 455 cBPF (classic BPF) , cBPF LR AL,
WAE, Linux W% Riz1T eBPF, WK In#i cBPF Z 5 i B A% 2 1k eBPF 3T .

BPF => cBPF
BPF & eBPF
BPF <~ (eBPF, cBPF)
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1.2 eBPF [5#227F

2014 £ 6 H, eBPF ¥ BEFH P =, XWE AT eBPF BRI M.

Alexei : “IX#NT Bin 1 eBPF W% 717

eBPF JEIE N MEHMAT S, MAZSAERRTMSHREOEIRE, BIF RIINZS 5
B, AERI S X258 R e A e S A, SO THZR ) A AZ AR R
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1.2 eBPF [5#227F

eBPF 8%} T cBPF HJ3E &M T:
REPRAS IR AR R AR, RN EROLREAC B AR ERN, TEREAHEL cBPF 271 4 f%:
EASEM 33 NMYRBIT 114 A, KIRREE T BB R
FAEMM 2 D 32 HEAERTRERAT 11 4 64 fiFFee (HEd 1 AREMEEE
51N bpf_call fELMEFLHBMESLE, LME B FFHNZREORAH:
ERMLE SR KA (A2 512 F775 (cBPF N 16 M)
5INT map Z5t4, FTH P ZEART S NZH I eBPF F2 7 4 58 4
BRI EWIN 4096, IUTE LK XA RHIECRE] T 100 J54k;
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1.3 eBPF &7=ii26¢E

- FERE: A RECRREYEE A AR A, CRUEFEFP AT LA 2 B A] 45 51

o B A JIT 7R ASHINLAR Y, PATRCE AL

o RE: WIESHSX eBPF F2/7 AT U 1) b 4R & AN AE A A% PR, A2 BN Panic;
o FAmB/EIE FEZAT) o WTHINE/EIE eBPF 2P, LFHEEE Linux RE;

« RIZAE: eBPF H ML [ FEN API;

WAL EEWEVEEHE (114 ML, 11 NEF1ESS, x86-64 20001M3544)

4

)

ESINRET
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1.4 eBPF ZCi%

eBPF HIESME 3Rk :

« Facebook: Katran JH§fi#iiies, L4LB. DDoS. Tracing

« Netflix: BPF EHEH /', HIWE =M Tracing.,

* Google: Android. k5 as %A HABRZ JiH, GKE BRIAMEH] Cilium FJURY 2% HEAH,
* Cloudflare: L4LB. DDoS

e Apple: fHF Falcon 1A% 224 X%

« AWS: fHiF eBPF {EN RPC Wil T.HZ&
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1.4 eBPF ZCi%

eBPF HYENSKRE:
FAEkEh: H T EALADIPEERIAT ACL Tj )45 i 51 2%
BT B 7= CNT AR eBPF 3 A LA ik o v 497
Bi: Cilium BN TKE HIR)Z 1%
5. BIFEE eBPF 1 Cilium [FS2ik

HEFE.  Cilium + BGP == J& A X 2% S ik
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1.5 eBPF HiRIRB

« Katran[ 254274217 | . Facebook HIRMIEMERE 4 EMEIMH A, Katran &—> C++ FERI
eBPF F&fy, HT &5 — A~ ae i s VY B 8- s & Pl » Katran I Linux WAZHRE) XDP 2

RV, bR i A A PR SR A A AL Y T

e Cilium[M&%/ 24/ U] . Isovalent HIEIIH, Mt eBPF IXBHHIMNZS . ZEFA] WM, B

L ['J4 Kubernetes 5Lk BPF WML M T, DAgERAERS TIEAEP Y B, et
FIa]AEEEE SR . Tsovalent 245 2020 4F 11 HEME Cilium rP25h3RE H Google/Cisco/Andreessen

Horowitz SFam]ZEski) 2900 33 u#ot,


https://github.com/facebookincubator/katran
https://cilium.io/
https://isovalent.com/
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1.5 eBPF FFRINRH Linux 10 Visor &4 EH I H

« BCC [JFRTH]. R—AENA eBPF Hul FHIEMNZIREAMEBIERFH LA, BafFE/L
NE B 24T T EME 1. BCC itk T H C iE=%5 BPF FEFENERE, 83— E%: LLW
R, DL Python Ml Lua HIFETUREEE

e BPFTrace [JHATH] : B2—/2NHTF Linux eBPF MIEELIBIES, EEFLL avk HAES.,
bpftrace ffif LLWM {EN)E, WBHIAYIFERBPF F7565, FFrlffHIAE R Linux ERELRE /1A
PR SR T A B

e Kubectl-Trace [ T H]: B— kubectl #fiff, bJLAfE Kubernetes I ifE
bpftrace FEF AT . kubectl-trace AFEZELE Kubernetes EEFFEH B 322 3T 2044t m] DA
AT bpftrace FEfF. H[igm —NEEHE, B%H 7 1%~ trace-runner WJIFHETEZS, PUT

bpftraces
e 4



https://github.com/iovisor/bcc
https://github.com/iovisor/bpftrace
https://github.com/iovisor/kubectl-trace

" 1. eBPF 2+4? L

1.5 eBPF HiRIRB

e Tracee [%4:]: H Aqua Security Z4&ARHIE, £2— 1 H F Linux WisiTH Z£MBGET
H, Bf#H Linux eBPF HIRTEZATHIERER RGN IR, FFo0 HriEE )4 oA AT S8 AT
AR

e Falco [%4:]: Sysdig ~wR|HIH, N=BEAEBITHZ2IH, £35E EfKubernetes BN
ﬁ%iMkoﬁﬁﬂﬁﬁﬁW%ﬁﬁEMMQM?%EﬁﬁﬂéﬁﬁoMMOﬁﬁﬂﬁﬁé%@
Sk, SERPRIEAMT N NRAEHE 557

e eBPF Exporter [A[Will]: CloudFlare A& IR, ¥ eBPF #iRKE Prometheus %54 .

o Pixie: [A[MM] New Relic AN®E|JFYE, CNCF YW&EIIH., Pixie £— 1 JFJEH Kubernetes

NAMF A et T B, Pixie f#] eBPF K HAZHFKENEIE, MAFEFZEE.



https://aquasecurity.github.io/tracee
https://aquasec.com/
https://falco.org/
https://github.com/cloudflare/ebpf_exporter
https://pixielabs.ai/
https://newrelic.com/

" 1. eBPF 2+4? L

1.5 eBPF HiRIRB

e inspektor—gadget: [ T H] £2—PMTH (8/PMTHE) WIEE, HT A Kubernetes MH
T, BINEmYIEN Kinvolk YR Kubernetes &ATHR Lokomotive #ilf, 7EHAh
Kubernetes KATHR DR[EIFEEH, KERT BCC AR, (&iE: O

e bmc—cache (memcache + eBPF) /tcptracer—bpf/bpfilter «:----



https://github.com/kinvolk/inspektor-gadget
https://github.com/Orange-OpenSource/bmc-cache
https://github.com/weaveworks/tcptracer-bpf

" 1. eBPF 2+4? L

1.6 eBPF [R#l

 eBPF FEFARHMHERHAZEE, HIRTAZEDHSIHE BPF HBIRAL RECFRIIR IS N
RITEBEAEANRT N B idh g A2 SCRF 1 B8R F RS R 1 N A% eR B0 5

« eBPF FEF ARV E S LIERIEMIE S, B inEaes, B ME L

e eBPF T 7 RER G H o ZnfE A RIS ] N 4558, Linux 5.3 f£ BPF HEE XA TG, ©
A — AR s 4T B 1A B R

« eBPF HEFRK/DMEIRGIAE MAX BPF STACK, #iiEF|AN# Linux 5.8 WA, #EN 512eBPF Fihth K/
VIR R MIA 4096 2464, #ULBIANIZ Linux 5.8 WA, MATCKESE 100 5384 X T IR
BPF f2F7, ISR TREH 4096 25FR (BPF MAXINSNS); #ThRAN) eBPF (¥ | 214> eBPF FEFF B H,
A DL Ik 20 A S B s oK M Th e s
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' [

|
1.7 eBPF &
 bpftrace
+ Cilium v1.0 &% + Cilium $2900 5 #%&
- eBPF §HIAIM#Z - eBPF BTF i + Google BPF LSM
+ Docker 1.0 &7 - eBPF i3 XDP + LPC 185N BPF/XDP &% + Cilium 1.8 XDP LD
+ Kubernetes first commit . Cilium IRBE% + bpffiter IRH + Facebook TCP $HZE=Hl
BPF 4  Linux 2.1.75 A 4 4 0
. e e e e e ® o
N S—
1992 1997 2014 2015 2016 2017 2018 2019 2020 2021
\ ; ! ;

+ eBPF #5493 network & tracing
+ LLVM 3.7 #Ri¥%4$F eBPF

+ %¥F kprobes/cls_bpf

- BCCImBEE®

©  FRARZMIIFRIR

*  Netflix HUSEEFER

» Facebook &= XDP + eBPF Z=fjl

+ Cloudflare XDP + eBPF DDos
» kTLS & eBPF

+ bpftool & libbpf lib

+ Cilium 1.6 ( /¥ kube-proxy )
+ < <BPF Performance Tools>>

« GCC %45 eBPF #®i¥
- AF_XDP ¥

- eBPF for Windows
- eBPF EE&mkZ

© IFRREREER

- AESE patch Hll
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1.8 eBPF 845

eBPF: X 50 FRIERAFRARMESR !!!

|D) MUST READ: Ransomware attack locked a football club's turnstiles

Netflix: BPF is a new type of software we use
to run Linux apps securely in the kernel

A Netflix performance architect says BPF promises a fundamental change to a 50-year-old kernel model.

"BPF is the biggest operating systems change I've seen in my career, and it's thrilling to be a part

of it," wrote Gregg.
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1.8 eBPF 845
347 contributors (Jan 2014 to Jul 2020): Large scale BPF production users:
> 588 Daniel Borkmann (Isovalent; maintainer) ﬁ N o= Og.
> 421 Andrii Nakryiko (Facebook) J é ...
> 401 Alexei Starovoitov (Facebook; maintainer)
> 224 Yonghong Song (Facebook) P =
> 209 Jakub Kicinski (Facebook) ~ % ety oAn
> 183 Martin KaFai Lau (Facebook) | R

. . Well, iptables perf used to be "mostly good enough".

> 179 Stanislav Fomichev (Google) : Replacing it has taken so long because it requires a
> 165 John Fastabend (Isovalent) ' radically different approach; nice to see it finally
> 161 Quentin Monnet (Isovalent) RAEREnT
> 130 Jesper Dangaard Brouer (Red Hat) 12:46 AM - Apr 18, 2018 - Twitter for Android
> 117 Andrey Ignatov (Facebook)
> []

ZETEEE], QEW*?EZ&EE'I%E’Q?,%%!
- ISSSHGEGEGEGG—GSSLSESESLES
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2. eBPF gIin =8I

ItE

?

2.1 ik

R UF
HRER

WFNERER

15 eBPF 12/FMIINZUIRER RLAR Nt I M AIER T ATRESD | 1
BN AEFIRSASHNE T T HEERIFTRERIA WL, eBPF
MG TR ERGREREFSITEEINE | MESLI T BEME
TRHINERFIZAR S | AR T 2RI RERIRERA WIS,

L

O] RTE AR S 1515 eBPF BAATIARLFHE T MRS Z
HIRTEEUEEAIEE K. eBPF RIAIIRIZIH(EEREBEARIT Linux
RZAYEANE ERXAYER T |, AINEMIDNETEs | FHE AR
TR RZBLIRE AT RICAITR, JIT fRiEssigitaviE(t
HiTisea T A miEaIR .

by

=2

EFEEE R AERNEM E |, BESHREMNEER/EEEEE
EEFRNERES | ATLARBED TG ERBREANR
£, BARGERISE. NEFTEAHRE F T IRIESEHEBEE
RSV IRFLNE | B eBPF iSRS A mEEInI AR =S
ZEEk , LISIEEEZ E ™Y BTy, BEEETFEHEIKFERNR
LERS,
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BN 2 eBPFRESEmMLE?

| =
2.2 I NFNIRER eBPF JRESZEH;
User Kernel
Static tracing
BTF Sockets
BPF Tool 7' T ,"1
/‘// / Ver‘mer "0 4 Tracepoints
RGN o R ..*" _..-1 User Markers
program bytecode ‘.-
BPF |-, ‘ '
....... : . ‘.. Dynamic tracing
Eventconfig ==~~~ e T kprobes
<«—— Per-eventdata |«t— | perf buffer x E uprobes
Output ‘.‘ |
<«+— Statistics, stacks e Il Maps . Sampling, PMCs
stacks %
1 perf_events
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2.2 IR ER
IRERAYEF ISR -
 kprobes/kretprobes: SZHLANZTEIASREE.  AIEREE Linux WAZH R KB DBk [F S, R

€ ABI B:10; (5.5 fentry/fexit BAX, MEReF0n] H M HE L)

- uprobes/uretprobes: M/ ZnlEAREE. 5 kprobes 2R, RZEREFHI KB IR P
Y BRI

- tracepoints: WP FFSIRER. tracepoints &N RN R4EF HIERER &1, RERE IR LA E 1Y
ABI #011, (HERH TR RYER, HENyRn ez,

« perf_events: &R KA PMC;

T WM /proc/kallsyms FgE HIBRELSIZR, #AT LLUONGER] kprobes #EATERER, WIZH
inline [JERECAIHS T BIRABE M kprobe BRERHIBRBUCIAIRES, AT DIEMEZEA E Linux BN PTH B

A A kprobe FREE, HT 5. x A% S HIRBEEAE 1375+,
e 4
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2.2 WNFNRER

Linux bcc/BPF Tracing Tools

saalie siton c* java* node* php* mysqld_gslower

opensnoop statsnoop ; hon* ruby* dbstat dbslower gethostlatency
syncsnoop uobjnew ustat pye v bashreadline memleak
uthreads ugc | / sslsniff
filetop \
A filelife fileslower oy y —
vEfscount vfsstat \ Applications killsnoop
cachestat cachetop Runtimes execsnoop
dcstat dcsnoop V4 exitsnoop
mount snoop System Libraries x, pidpersec
cpudist cpuwalk
trace
argdist N system Call Interface » e
Pl o ‘/ cpuunclaimed
S teren: bk i Soeets “ P
stackcounty Scheduler offcputime wakeuptime
profile File Systems , TCP/UDP A <1 offwaketime softirgs
btrfsdist /V : y / — slabratetop
btrfsslower DRINE WGt Virtual */sgmsn:il :;:':‘x];g:k
ext4dist extdslower } ) Memory P P
nfsslower nfsdist 4 Block Device Net Device Bardizas
xfsslower xfsdist eriticalstat
zfsslower ; ; ttvsnoo
V zfsdist / / Device Drivers y P
mdflush  pjotop biosnoop tcptop tcplife tcptracer
Other: biolatency bitesize tipc?nexlec::nstipcacscuehptetti;::cp?nolat 1lestat |CPUs
: retr psubn rop >
capable sofdsnoop tcpstates

https://github.com/iovisor/bcc#tools 2019
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2.2 WNFNRER

memleak

memleak FREENAZ D ECAIMERIE R, FFIREFXR I AR . 85, memleak WJFTEI—14n
VENE, Ul B IR sl 5 AR AT UL BC RS TR

# ./memleak -p S(pidof allocs)
Attaching to pid 5193, Ctrl+C to quit.

[11:16:33] Top 2 stacks with outstanding allocations:

80 bytes in 5 allocations from stack
main+0x6d [allocs]

__libc_start_main+0xf0 [libc-2.21.s0]

[11:16:34] Top 2 stacks with outstanding allocations:
160 bytes in 10 allocations from stack
main+0x6d [allocs]

__libc_start_main+0xf0 [libc-2.21.s0]


https://github.com/iovisor/bcc/blob/master/tools/memleak_example.txt
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2.2 WNFNRER

execsnoop

execsnoop EITIEEE execve() RGN, W E/RSEAGR EME AT X F RN
e B ) g FHH T B R A AL

# ./execsnoop

PCOMM PID PPID RET ARGS
sleep 3334 21029 O /usr/bin/sleep 3
sleep 3339 21029 O /usr/bin/sleep 3

conntrack 3341 1112 O /usr/sbin/conntrack --stats
conntrack 3342 1112 0 /usr/sbin/conntrack --count
sleep 3344 21029 O /usr/bin/sleep 3
iptables-save 3347 9211 0 /sbin/iptables-save -t filter
iptables-save 3348 9211 0 /sbin/iptables-save -t nat



https://github.com/iovisor/bcc/blob/master/tools/execsnoop_example.txt

B 2 cBPFRGSEMWLEL?

2.2 TNFNERER

pwru
pwru (packet, where are you?) /&—13& T eBPF ) T H, HTI1BEE Linux PA% H R 25 20 P54

» BATTEREIETIRE . Pwru FCVFX WAZIRGS BEAT R B ER R, 7 (58 1 10X X 28 32 &[] L



https://github.com/cilium/pwru

W 2 BPFwinEEMWE?

2.2 WNFNRER

profile
. T 5 PR N $ profile -af 30 > out.stacksO1
profile A FEXf FREFAE 7 BAEMME LG oL T, $H4E
$ git clone https://github.com/brendangregg/FlameGraph

CPU BRFEFUAE, 2 THHRA TRA LI ¢ | erann
KAGHE, BB YRR . $ ./flamegraph.pl --color=java < ../out.stacks01 > out.svg

e S Flarse Comgat



https://github.com/iovisor/bcc/blob/master/tools/profile.py

B 2 cBPFRGSEMWLEL?

Using the binary of the main .
2.2 XE!:nl *” = _ Of the function defined as _
')‘J EEE;F Get the return value process of the container main.counterValue And print the

return value

kubectl trace run -e 'uretprobe:/proc/$container_pid/exe:"main.counterValue" { printf("%d %d\n"
pid, retval) }' pod/caturday-566d99889-2wr5s a -n caturday

trace 338eel20-079b-11e9-a967-8c164500a77e created
Attaching 1 probe...

Yes, It's Caturday!

HINT: It's almost ALWAYS caturday.

Hostname caturday-566d99889-2wrSs
Count renders 23
Remote 192.168.1.63:54718
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2.2 WNFNRER

Ifunctionalities human interface

ayers

user
space

interfaces w.d

system calls
and system files

virtual

HI char devices

cdev_add

NiZE=E

system

e ,Interfaces core

System Call Interface system files
e Jproo fsysts /dev
- copy._from_ sysfs_ops
T ety gy oot
e
faralonsal cdev. sys_epoll_create
sys_reboot
e gt

Linux kernel
processing

kemel/  processes
fs/exec.c kernel/signal.c  sys_fork
sys_vfork.

Sys_execve sys_clone

sys_signal
do_sigaction

map

memory

s memory access

/proc/meminfo
/proc/self/maps

'vmalloc_init

find_y

wd

sys_brk
Sys_mmap shm_vm_ops.

irtual

storage
files & directories
:—_”_:_m access .
mmw"‘uf' m/_-plu
et
=
T“v (X — .:,,.\a /
LVI | File
vis_getattr gl
it l
il
il em_type

networking

sockets access

net/

sys_socketcall

syscomect  Sys_socket

sys_accept

ors. bt /proc/net/

m.., top4_seq_show

sys_recvmsg s3.0r0c 580 show, cev
ot t_cache_seq_show

sock_ioctl
protocol famill;s
B et

inet_family_ops
inet_create

e

/ -
inet_dgram_ops }ﬁmm.m

le ops

/-ops



https://makelinux.github.io/kernel/map/
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2.3 P
>‘ 2) DPDK ‘ i
Userspace
Kernel
Redirect to éf>
any device
Edit and I Sockets l |
bounce L
Drop Network stack
(or Abort) g t
> | tc ingress | | C egress ‘ \‘
. Packets
| Net device ‘ Net device ‘

P P
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=1 . MEERRIE

BPF_PROG_TYPE_SOCKET_FILTET k%, 5 cBPF H-Hif) tcpudump i il g1,

T2 EE S SRR 2 I AR E 2R A IR e B A
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1722 - TC sl

L

Userspace

Kernel

8,

Redirect to
any device

to stack ! Sockets I_

Edit and
bounce

Network stack
(or Abort)
([ teingress l'
) .
s Packets

| Net device ‘ Net device ‘

P P
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52 - TC REEH

MEESE R KINLE], EATE 2R, " UZRmE M EPREEE cls-bpf 4
HKe%. cls—bpf BJLL¥: BPF FEfy HiRFEABIA OB OE, M sLalxt T2 a i
NFN

285 AR AR PR HERAE cls—bpf A IUAE 7 [ R B0 0 1 Ak 38 7 =K
TC_ACT OK (0) ZI-#iRtuibs s, RyrbBEEuEa;
TCACT _SHOT (2) #Z #imaabiiifE, EFEdEa;
TC_ACT UNSPEC (-1) [ tcECERIEGNIRIE, KT MoKk E - 1;
TC_ACT PIPE (3) RA F—1ahitk, &MEIT 4301k,
TC_ACT_RECLASSIFY (1) ZEXREAIRAE, MLIFIG7 28,




N7 2.eBPF =g =11 -

1n=3 - XDP
> ‘ 2) DPDK ‘ i
Userspace
Kernel
Redirect to (ﬂ.})
TRy any device
Edit and to stack I Sockets l |
bounce L
Drop Network stack
(or Abort) g t
> | tc ingress | | C egress ‘ \‘
. Packets

| Net device ‘ Net device ‘

P P
- ISSSHGEGEGEGG—GSSLSESESLES
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1n=3 - XDP

Intel A& H 54 DPDK (Data Plane Development Kit) &, A&Jfi & —F A
ByPass 1177 %, KR MM~ IKEh 2 BB ZeroCopy HiAR & il 2 H 25 a3k 47 4k
S

SMHEEMBIZET Linux RIZNELS .
PR % A A T 0K 2% KA PR IS S PR 2 i 7 =

« THENIE sk buff ik, EREMXER AR F2ISERSGMER F*E
« AP SMAZSHINER LT XU,

B7E, #AER54 ByPass Z Jo M REMZ &P AR 1 — i RBHIEH F
degwrilliARE. BENEELA.


http://lxr.free-electrons.com/source/include/linux/skbuff.h

WA 2 BPF mimsEmL ?

Sy

1n=3 - XDP
XDP $24E 1 i 1t RE X 48 AL ) 55— i 4,
HATLL R
XDP 24t 7 — MIRE T HRERGE AR L EPATHE, AREZWS) LT ICPHhaT,
AT 5 ) 25 AR A AL BN
XDP ZANBEKI—&R5r, SIA ARG eaHE, & hFELIE.

XDP SLIEIE C BRRERRE, RERHFRRE T 0 FRe%E, WREH

SERIXLL TR HAT RS oA, IRJE FRR EA TR R A B IR AR TR
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1n=3 - XDP

XDP ERAERAR :
o ZJEBHEK

VU2 618547 (Facebook Katran, Eb IPVS T:fER 4.3 fi5)
* DDOoS [P

o o3 AR K b

e Vil #Ed] ACL
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{723 - XDP

XDP 3Z#F 3 #hI{E=E :
JR4E XDP (Native) , ERATAERIR, 1ZEA T, XDP BPF 2 1EM LIRS ]

RIREEZ it 2 HhiadT, 75 EIRBNSCHF

#IE XDP (OffLoad) , XDP i BPF &7 EEEIE BN <, 1A EHLE) CPU
, EUJEE XDP MEfE &

A XDP (Generic) , WIHEA A B2 XDP 12hfe, v LAME R @A XDP
BEATIN, AWAZ 412 IRARLUESCRE, AIAE veth W& Billat; ek B b3 7E

receive skb() ¥ J5;
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1n=3 - XDP
Linux Rt ("Bﬁ)

..........................

Netfilter J

!

TC FR&A

A XDP iBA#ER

.........................

XDP R4
M+£38ED Driver

s
MFig&E NIC

XDP HIFHERN
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%23 - XDP

XDP BPF 2L IR4ER -
XDP_DROP Z5#dlity, XilH K AELWMMNIEFFm 1 RX B, X TR Dos Byiimis, REEF
Bk, X UREADR G CPU AL ZER [A];

« XDP_TX : ®HxEiEa, wRexAEASEOEEEeiB s, K E i Edsa & 254 [H 5N

« XDP_PASS : K5l tuA% 36 2 18 I 28 P ab 3, 5% XDP BPF R s 1T B RCR — 2

- XDP_REDIRECT : 5 XDP_TX Zfol, JZHKRMH AT LA AR CPU AbFERAFT . ASIR 1 R Blds R
BRFE M 2308 socket (AF XDP) , BEAR{KHH T Redirect Map M

- XDP_ABORTED %/x BPF F&/74tii%, HSEEUE G £7, Ml trace xdp exception FRIEF s
1T A%
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|
%523 - XDP DPDK 5 XDP ¥&&HITEXIEL
Raw forwarding performance (higher is better)
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|

1553 - XDP DPDK 5 XDP &% CPU {&FxJEL

CPU utilization under drop (lower is better)
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in=3 - XDP

DPDK 5 XDP Gi&HE

Current Model

( user space \

DPDK apps

[ DPDK PMD
S

Igb_uio

—

DPDK with AF_XDP

f user space \

DPDK apps

- 4

NIC driver
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23 2%
Seccomp (Secure Computing)
Seccomp & Linux WSz 2R, HTIFANGTIEREENRGIHN, F T cBPF. Seccomp idifdtT
BPF idJiEds, KM SECCOMP_MODE FILTER 3\, 1y 2R Geif i ug iy 205 Bs  mid €y s . af DL

gt L (H7 BURS 8871) S50 RgH T E.

KRSI (Kernel Runtime Security Instrumentation)

NZisiTi Z e T H (KRSI) SPERBE—rI T R LM, SRR BUH R eBPF BEFFMNE|z 44 E, L3

AL MAC METHMS . Google FJISCHF.

Tracee/Falco &ETF eBPF HIZL2~ M .......
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® 1. eBPF 2ftA4?

O 2. eBPF IR A=A ?

S8 3. eBPF T{ERIE
-




A 3. eBPF T{FRIE "

3.1 eBPF 22

Use Networking Security Observability &
C Tracing
ases
HAeBPF bk &
Projects Ratran %
Dmhe
- eBPF l':))niltlcr;gn
User WeBPF 5 GO G® e || £,
Space SDKs Application
Verifier & JIT oS - Observability

- Security Controls

Runtime - Networking
Maps ‘QBPF - Network Security
b oy - Load Balancing

: Kernel Helper API 2 - Behavioral Security
Kernel Runtime

Kernel
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3.2 eBPF T{E/EIE

= eBPF == eBPF ARPSiER
= Program * Program /
o ]I—*é —> Progam | Maps [ T J
Development O %iF |
[ﬁeBPF Go Library } sendmsg() [recvmsg()
|
bpf() | syscall | @ fps | Syscall |
.= PR Ry iEeT
- = [ﬁeaPF Verifier Q]Bﬁifl: Maps 1= afeapp Sockets
C -
' >0‘) [ﬁeBPF JIT Compiler } [ TCP/IP ]

Runtime
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l—_q‘ clang -target bpf @
Development
sssssss O| | recvmsg()
3.2 eBPF T{FIEHE . i
§ Té ik *aﬁmﬁ

TCP/IP

Runtime

2. NE: AEMHHINEFET Loader JEIL bpf () RGN 7SN E WA
3. BRIE: NIZMEMIRUEA (Verfier) HMFPRUESHAT T ASAI 2 a1, PUBE XS A AZIE CRME, 1E
FAIA 1 i 22 4 e R OIS B ) A AZ AR AT s Sk id s .

o HARMITIREREER, LS HAih CFC ik,

o DLE—DAERKIRSE N, BHRA A BERIPATERAE. Bkl mlRBIIEE SRR 2 B3R

17, WEFFSARKRERL.

4. MAIBIT: 1R N FEEfRRT, B4T1 eBPF FAIRSFET, AlIEI map B perf event
SR PSR BIEACH,;
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3.2 eBPF EFI{EFIE

eBPF {i]5 cBPF A[H, #fe%: T FIHIKahaer.
eBPF /il & U1 /i AT LN

« H A AR i
WEZBIREAERF € WAF IR 3T

«  MEBEE ) BE B Bl B R A k2 b

- RHWH

FEf R AT AR, <Mtk eBPF FRFHIIEAT .
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O 2. eBPF IR A=A ?

® 3. eBPF T{E[FIE
N e




4. eBPF £
NN 4 eBPF5Go .
4.1 (M eBPF Rix Go 2R
User Kernel
Static tracing
BTF Sockets
BPF Tool 7’ T B
/‘/‘/ Vellﬁef ",0 . Tracepoints
BPF SHEL e " User Markers
program | | bytecode S0
BPF |-, _ _
....... : ~ Dynamic tracing
Eventconfig F-==" 7 " . 1  kprobes
<—— Per-eventdata |e+— | pert buffer
Output |
<«+— Statistics, stacks -« Maps . Sampling, PMCs
stacks %
1 perf_events




W 4 eBPF5Go .

4.1 {EF eBPF IRI5 Go 12/

App uprobe hook ITeCEs

BPF Perf
Prog ram ~  Buffer

Linux Kernel
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4.1 {EF eBPF IRI5 Go 12/

S sudo bpftrace -l 'uprobe:./tracee:main*'
uprobe:./tracee:main.ebpfDemo
uprobe:./tracee:main.main

S sudo bpftrace -e 'uprobe:tracee/tracee:main.ebpfDemo
{printf("arg: %d\n", sarg0);}'

Attaching 1 probe...

arg: 100




" 4. eBPF 5 Go L

4.1 {EF eBPF IRI5 Go 12/

sudo bpftrace -e
'uprobe:/home/ubuntu/go/src/github.com/DavadDi/bpf_demo/bpf go tracer/tracee/tracee:main.ebpfDemo

{
printf(llarg: %S\n"; ustaCk(perf))}

})

Attaching 1 probe...
arg:

4923620 main.ebpfDemo+0 (/home/ubuntu/go/src/github.com/DavadDi/bpf demo/bpf _go tracer/tracee/tracee)
434909 runtime.main+521 (/home/ubuntu/go/src/github.com/DavadDi/bpf demo/bpf go tracer/tracee/tracee)
462fcl runtime.goexit+1 (/home/ubuntu/go/src/github.com/DavadDi/bpf _demo/bpf go tracer/tracee/tracee)
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4.1 {EF eBPF IRI5 Go 12/

sudo bpftrace call.bt
Attaching 2 probes...
B

@ns[tracee]:

[64K, 128K) s claaceaaaeaeaaaaaaaaaaaaaaaaaaeaeaeaaaaeaaaaaacliclcy
[128K, 256K) l |l coPRPRRRPPPPREPEPE@ |

[256K, 512K) Al aaaaaaeaeaeaeaeaaaaeeeele, |
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4.1 {#F eBPF [RIE Go B

uprobe:tracee/tracee:main.ebpfDemo

{
@start[pid] = nsecs;

}

uretprobe:tracee/tracee:main.ebpfDemo
/@start[pid]/
{

@ns[comm] = hist(nsecs - @start[pid]);
delete(@start[pid]);
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4.1 {#F eBPF [RIE Go B

e Ubuntu 20.04 LTS/amd64

« bee v0.23.0 (JEAGZEEE)
e iovisor/gobpf v0.2.0

e Gol.15 linux/amd64 C(&e#r 1. 17 WA 7 X0 ge & 284k
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4.2 {5 eBPF (22X Go IEFZ4]

RERRTE

« eBPF 7 Go iBE ABI HIMM{x/mFR T-fajs2RAl, HINERMRE (HPH
SE X EERIR/FRE /S ABIERE D) , BSER SRR B IRH RS, ®
LR, PREUR [RME A

o HT uprobe TFEMEREPIEFH AL 5K (not stripped)

« eBPF TRENFAUH 7, — IGO0 T 2 PR ild F Yo

« Go IBE M RE=LIERY S, RBURERI
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4.2 {EF eBPF 2% Go iEF&8 - [#R

X ubuntu@ubuntu: ~/go/src/github.com/DavadDi/bpf_demo/bpf_go_tracer/tracee (multipass)

[ubuntu@ubuntul]$ pwd
/home/ubuntu/go/src/github.com/DavadDi/bpf_demo/bpf_go_tracer/tracee
[ubuntu@ubuntul$ |

+ X ubuntu@ubuntu: ~/go/src/github.com/DavadDi/bpf_demo/bpf_go_tracer/tracer (multipass)

[ubuntu@ubuntul$ |]




' 4. eBPF 5 Go -

4.2 {§F eBPF {2p] Go EEF&% - [RIE

5 objdump --syms traceelgrep main.ebptDemo

X ubuntu@ubuntu: ~/go/src/github.com/DavadDi/bpf_demo/bpf_go_tracer/tracer (multipass) (©)
[ubuntu@ubuntu]$ sudo ./tracer --binary ../tracee/tracee --func main. ebpremoD




' 4. eBPF 5 Go -

4.2 {§F eBPF {2p] Go EEF&% - [RIE

ubuntu@ubuntul]$ objdump --syms traceelgrep main.ebptDemo
P0000000004dc590 ¢ 0 .rodata 0000000000000018 main.ebpfDemo.stkobj
P000000000490620 ¢ F .text 0000000000000165 main.ebpfDemo

9@@@@@@@@@49062@ <main.ebpfDemo>:
64 48 8b Oc 25 f8 ff %fs:Oxfffffffffffffff8,%rcx
ff ff
48 8d 44 24 f0 -0x10(%rsp) ,%rax

48 3b 41 10 0x10(%rcx) ,%rax

0f 86 41 01 00 @0 49a779 <main.ebpfDemo+@x159>
48 81 ec 90 00 00 00 $0x90,%rsp

48 89 ac 24 88 00 00 %rbp,0x88(%rsp)

00




" 4. eBPF 5 Go -

4.2 {5 eBPF {E7X Go 24 - [RIE

main. ebpfDemo 0x49A260 main. ebpfDemo Uprobe hook 7 int3

main.main 0x656000 main.main 0x656000
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4.2 {5 eBPF 22X Go ZF=4 - [RIE

gdb) display /741 ©0x49a620

/. x/41 0x490620
<main.ebpfDemo>: mov %fs:OxfFrrffffffffffff8,%rcx
<main.ebpfDemo+9>: lea -0x10(%rsp) ,%rax

0x10(%rcx) ,%rax

.ebpfDemo>:

.ebpfDemo+1>: mov Oxfffffffrffffffff8,%rcx
.ebpfDemo+9>: 1lea -0x10(%rsp) ,%rax
.ebpfDemo+14>: cmp 0x10(%rcx) ,%rax
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4.3 i Go SDK

eBPF iZFRISEXRAEN
[Rifs: XEAENIZTINEAMIZITH) eBPF #4515, RIS AN map MRS X KBRS 1

MNEGER: R iSEm ARSI T EHEEI T, AINEGSERZ LN, TS A% E s
BUif: MEEEEM T EE (HEwRS ) TR BIRG

MGG . XU JE I A AT I (A I8 (5 T B BATR N E B map ML IX, B LOsER SR
FUra, JFHREAESRGONE ATEE, B tr8ii e, H2IERA 2 0G50 e 21T 105 154
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4.3 i Go SDK

1 static int test_sock(void)

2 {

3 int sock = -1, map_fd, prog_fd, i, key;

4 long long value = @, tcp_cnt, udp_cnt, icmp_cnt;

5

6 map_fd = bpf_create_map(BPF_MAP_TYPE_ARRAY, sizeof(key), sizeof(value), 256, 0); ﬁﬁ%m
7

8 [ Struct bpr_insn progrl = 1

9 BPF_MOV64_REG(BPF_REG_6, BPF_REG_1),

10 BPF_LD_ABS(BPF_B, ETH_HLEN + offsetof(struct iphdr, protocol) /* R@ = ip->protd */g=r s =
11 BPF_STX_MEM(BPF_W, BPF_REG_10, BPF_REG_@, -4), /* *(u32 *)(fp - 4) = r@ %/ Euﬂﬂ- BPF *E’?’-
12 L/ ase

13 it

14

15 size_t insns_cnt = sizeof(prog) / sizeof(struct bpf_insn);

16 prog_fd = bpf_load_program(BPF_PROG_TYPE_SOCKET_FILTER, prog, insns_cnt, bUﬁ%g
17 "GPL", @, bpf_log_buf, BPF_LOG_BUF_SIZE);

18

19

20 sock = open_raw_sock("10");

21 setsockopt(sock, SOL_SOCKET, SO_ATTACH_BPF, &prog_fd, sizeof(prog_fd)

22

23 for (i =0; i < 10; i++) {

24 key = IPPROTO_TCP;

25 assert(bpf_map_lookup_elem(map_fd, &key, &tcp_cnt) == 0); ﬁuuiﬁ

26

77 ¢ -

28 sleep(1);

29 }

30 //

31
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4. eBPF 5 Go

|
4.3 [ Go SDK
R (" . R . .
eBPF progs and maps 3 cilium/ebpf configuration API
generate p— fsnotify s
. | —— PUE— _
eBPF
vethl: tapO
xconnect.c xdp-xconnect veth2: eth3
- / A J
___-/ ¥
Kernel 'qd()i l Load() \ LinkSetXdpFd()
maps @ |[Eersaeemecan progs ] [ netlink ]
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4.3 (R Go SDK
- TERE /A% TTRR
4 %J& mﬁ 1
PE4 =
cilium/ebpf eBPF Library for Go 43/7
dropbox/goebpf Library to work with eBPF programs 8/1
from Go

iovisor/gobpf Go bindings for creating BPF programs.  49/3
aquasecurity/libbpfgo eBPF library for Go, wrapping libbpf 8/2
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JEEJZ R
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JESJZ M libpf (cgo)



https://github.com/cilium/ebpf
https://github.com/dropbox/goebpf
https://github.com/iovisor/gobpf
https://github.com/aquasecurity/libbpfgo
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